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O yem Mbl Bygem roBopuTb

=  HCTpyMeHThbl wudpoBaHna McAfee

= OcHoBbl paboThkl ¢ kKoHconbo McAfee ePO
= JleTanbHbI 0630p peLLleHnin

= PaccmoTpeHune pearnbHbIX MPOEKTOB

= Q&A
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McAfee Encryption

[Mpouecc 3BOMOUNN NHCTPYMEHTOB LUMAPOBAHUS

DE + FRMP
(Windows)

EEPC + EEFF DE + FRMP
(Windows) (Windows)
R
EEMac MNE 1.0
(Mac 0S) (FileVault2)

MNE 2.0
(FileVault + BitLocker)

DE = Drive Encryption, 6eiBuni Endpoint Encryption for PC (EEPC)

FRMP = File and Removable Media Protection, 6biBwinin Endpoint Encryption for Files & Folders (EEFF)

MNE = Management of Native Encryption (Apple FileVault + MS BitLocker)

EEMac = Endpoint Encryption for Mac (ncnonb3oBarcs 0o Bbixoga Mavericks 10.9)
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AkTyanbHble Bepcuun [10

Mo cocTtosiHuo Ha 1 mapTa 2015

YnpaBneHue
« ePO4.6.8& ePO5.1.1
 McAfee Agent 4.8 p3 & 5.0

LUndpoBaHue

* Drive Encryption 7.1.2

« Management of Native Encryption 2.1.0

* File and Removable Media Protection 4.3.1
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ePO — eanHas KoHConNb ynpaBneHus

KoHTponb YeTbipex cuctem LWndgpoBaHUa U3 0gHOW naHenu

A
v

Apple FileVault

McAfee ePO

e

—

McAfee
Drive Encryption
+ File and Media
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ePO — OCHOBBbI: areHT

Tpun OCHOBHBbIX NOpTa, HeobxoAUMbIX ANs KOMMyHMKauun AreHT-CepBep

443 TCP

Encryption

McAfee ePO

A

80 TCP

A

8081 TCP

v

McAfee
Agent

Endpoint
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ePO — OCHOBGLI: 4epeBO CUCTEM

[MepedeHb cuctem

dopmupyeTca

Systems Section

System Tree Mew Systerns Mew Subgroups ° prqHyl'O

Lystem Tree

w My Organization

Systems Azzigned Palicies Assigned <lj © CMHXpOHM3aU‘Mﬂ C MS AD

RN This Group Only -

w Encryption

Bo3amMo)kHa copTMpoBKa cucTemM Mo

Mac [ | Systemi... &4 Managed State
v Windows 0| me Managed « Teram (meTkam)
Laptop M| move Managed
TESTLAR [T sva-mani Managed - IP aﬂ,pecaM/ﬂOﬂ,CeTﬂM
Lost&Found [T | wrtie Managed
[T | wiInTH Managed
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ePO — OCHOBbI: METKU (Terun)

Pasgensem cucteMbl Mexay rpynnamm

Tag Catalog MoryT Ha3Ha4aTbCcs

Edit Tag Builder -‘E:-'--:vj- — = “‘“e"i‘.‘ — 5 ° I_I O Kp MTe p M ﬂ M

Cornputer Proparties

&5 mw=  + * Bpy4Hyto (6e3 kputepmes)

9 Total Physical Memory [Less than or equals =l

9 and Free System Drive Space [Less than or equals | |SDD ‘ MEB 'I +

9 and Number Of CPUs [Equals I | [t | il

© ons 1 oo [Fa A2 a2 = Mcnonb3ayloTca Ans

9 and Is 64 Bit OS [Equals i | [Ma =l |+

9 and 05 Platform |Equa|s ;I |Workstation “E‘ i ° CopTMpOBKM CMCTeM

9 and wdi | uals ;I | o ;I i

B : « Bbibopo4yHoro 3anycka 3agad

|_ wr-tie Managed DWLBROKER, Server, TIESERVER. ¢ Bb|6op I-Ipl/“vleHeHI'/Iﬂ NOJINTUK
¥ | winTn Managed work station
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ePO — OCHOBBbI: NONMTUTUKWA

Kaxxabih mogyrnb MMeeT cBOW Habop NONUTUK

Monutuka My Default npumeHsieTca cpaay!

Policy Catalog

Product: Managerment of Mative Encryption 2.1.0

(el BiitLiocker Product Settings = Product policies:

MpuHUKMN ynpaBneHus:

Marne Cwner

Mcafee Default e CosgaemM Habopbl NONUTUK U NEepeEKNoYaem
MS Bitlocker OFF Adrninistrators

MS Bitlocker ON Adrninistrators

My Default Adrninistrators - HaCﬂeﬂ,OBaHVle
Assigned Policies Aszigned Clien - NO cncremam

w My Organization

» Encryption NEE = Management of Mative Encryption 2. - No rpyl'll'laM
Mac Catagory Paolicy
w Windows FileWault Product Settings Mac FileWault OFF
Laptop BitLocker Product Settings MS Bitlocker ON
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ePO — ocHOBBbI: porieBast Moaesnb AocTyna

Nenernpyem Habopbl pa3peLLeHnii

User Management Onepaunun MoryT 6bITb pacnpegeneHsl Mexay:
Permission Sets

dit Permission Set test : DHve Encryption

* AOMUHUCTpaTopamu (MOMUTUKK);

Policy Options = Mo permissions

= Wiew policy settings ° HeIp-DeSk\OM (C6pOC napone';l);

f* Change and wiew policy settings

N S I Allow dear 550 ° MHN(eHepaMI/I (BOCCTaHOBﬂeHVle D,OCTyl'la);
[T allow dear and reset self-recovery
I Allow force user paceward changs Ayantopamu/pyKoBoACTBOM (OTYETHOCTD)...

I_ Allow reset token

M allow viewing of user recavery infarn

[T allow adrinistrator recoyery

[T allow export of machine recovery ind

I_ Allow machine key re-use

[T allow destruction of machine recove
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Drive Encryption

KopoTkasi xapakTepuctuka peLlueHus

Cuctema FDE c nogaepxkon HDD, Opal, SED n SSD guckos

LLinpokun nepeyeHb nogaepxusaemMbix pegakumn Windows (XP — 8.1)

Mogaepxka TexHonornn: AES-NI, SSO, TPM, AMT, UEFI, GPT, Secure/Hybrid Boot...
BoaMoxHOCTb f06aBUTEL B pre-boot kak JOMEHHbIX, Tak U HEAOMEHHbIX NoSib3oBaTesen
[Mopaepkka pasnnyHbix TokeHoB (KB79787) u kapa-puaepos (KB79788)

Bo3amoxHoOCTb cbpoca 3abbiToro napons 6 pasHbiMu cnocobamu

CuMMeETpUYHOE LWNdpoBaHNE CEKTOPOB XECTKOro Ancka anropntmom AES-256-CBC
[Ona reHepaumn cnyvyanHbix yucen DRBG ucnons3dyet HMAC SHA256

[na ayteHTUukaumm ncnonb3yeTca acummeTpuyHoe wundposaHne RSA 2048 bit
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https://kc.mcafee.com/corporate/index?page=content&id=KB79787
https://kc.mcafee.com/corporate/index?page=content&id=KB79788

Drive Encryption

I'Ipanm bHa4A nocsieqoBatesibHOCTb BHEAPEHUA

* BbInonHUTbL pe3epBHOE KONMUpOBaHUe BaXXHON MHdopMaLum € LierieBbIX CUCTEM
= HacTpouTb 3agadvy CMHXPOHM3aUuMn y4eTHbIX 3annucen ns MS AD

=  Onpegenntb NOMUTUKN MO OTHOLLEHUIO K IepeBY CUCTEM, HAa3HAYUTb NOJSib3oBaTeremn

= YctaHoBuTb DEGO ans npoBepkn koHpnuktHoro MO n SMART

= YCTaHOBUTb MOAYNM WK POBaHNSA Npy HeakTUBHOMU nonutuke (Encryption_ OFF)

=  AkTmBMpoBaTb WwmndposaHue (Encryption_ON) c BkntoyeHHbIM Pre-Boot Smart Check

= [lo 3aBepLUEHNIO NpoLiecca nepesarpysnTb CUCTEMY U MPONTK pre-boot

* NoopobHee cMm. 3aMeTKy B bnore
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https://radetskiy.wordpress.com/2014/08/13/encryption-vrad-man-part2/

Drive Encryption

MeToabl copoca naponsi/BOCCTaHOBMNEHMS AOCTYNa K 3alunMdpoBaHHOM cucteme

= Self-recovery - aBTOHOMHO

= Admin recovery (challenge-response) - email, phone

= EETech boot USB/CD - JIOKanbHO

= DeepCommand on intel AMT systems - Yepes Internet (IPsec)
= Endpoint Assistant (Android & iOS devices) - aBTOHOMHO /7.1
= Self Service Portal (DPSSP) - Yyepes Internet /7.2

Utoro: 6 pa3J/In4yHbIX CLUEeHapuneB BOCCTAHOBIIEHUNA OOCTYMa
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https://www.youtube.com/watch?v=k1LhoagIlC8

Drive Encryption

[MonesHblie BeLy, KOTOpPbl€ HE BKITKOYEHbI NO YMOJTHaHUIO

=  SSO npu ncnonb3oBaHUM y4eTHbIX 3anucen us AD

* Acnonb3oBaHne TPM moaynsa ons BbIrPy3ku Kritova wmdgpoBaHmd
= Add local domain users (EE:ALDU)

=  OTKnoyeHue pre-boot Npu OTCYTCTBUN CUHXPOHU3ALINK

= Logon Hours Ha geckTonax / cepsepax

. npOLl,eCCbI n katanorn DE Oo0mkHbl ObITb B UCKNOYEHUSX dHTUBUNPYCHOIO Mo
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Management of Native Encryption

KopoTkasi xapakTepuctuka peLlueHus

« KoHTponb Apple FileVault 1 MS BitLocker cpeactsamu ePO

« [1Ba pexxuma paboTthl (report only & control)

* [lpu ucnons3osaHmn MNE HeT HeobxogumocTn B MBAM cepBepe
« Self Service Portal (DPSSP)

» T[lopaepxka DEGO gna Mac

» [Mepunogunyeckoe nepecosgaHue Knoven BOCCTaHOBNEHNS

* [lopoepxka yctpouncts Windows To Go, Microsoft Surface Tablets
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Management of Native Encryption

[MepeyeHb nogaepxunsaembix OC

Microsoft Versions Apple OS X Versions

Windows Server 2012 R2 OS X 10.8 (Mountain Lion)
Windows 7.0 (32-bit/64-bit) Enterprise and Ultimate OS X 10.9 (Mavericks)
Windows 8.0 (32-bit/64-bit) OS X 10.10.1 (Yosemite)

Windows 8.1 Update 2 (32-bit/64-bit)
Windows 8.1 Update 1 (32-bit/64-bit)
Windows 8.1 (32-bit/64-bit)

Windows 8 Enterprise and Professional

Windows to Go

EEEEEEEEEEEEEEEE—————
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File and Removable Media Protection

KopoTkasi xapakTepuctuka peLlueHus

CuMmeTpuyHoe WndpoBaHMe nokanbHbix/ceTeBbix dalinos/kaTtanoros (AES 256)

LLUndpposaHue BHewHnXx USB Hakonutenen, CD/DVD, BNOXeHUN 351EKTPOHHOW MNOYTHI

[Mbkoe genermpoBaHue kntoden (User based / System based)

x

[M|McAfee File and Removable Media Protection  #

Sign and encrypt
2 More GpgEX options 2

Open with

B Scan for threats...

I

[M|Decrypt

[M Create SelfExtractor (lampsec_ctfa.exe)...
(Ml Attach as SelfExtractor to E-mail...

(M) attach encrypted to E-mail. ..

Restore previous versions

Send to »

Key name:

Key ID:
Length:
Source:
Algorithm:

VRad

1c
DLP Endpoint EK
Demo

McAfee ePO

McAfes AES (256 bit)

Details << |

Ok I Cancel
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File and Removable Media Protection

Pabota ¢ CD/DVD n USB Hakonutenamu

* be3 wungposaHna/BpyyHyto/npnHyanTernbHo nMbo Read Only

* (USB) BO3MOXXHOCTb MPUBA3KM HAKOMUTESA K KOHKPETHOW cucTeme Kr@

* (USB) BO3MOXHOCTb JOCTYyNa Ha BHelHen cucteme (Windows & Mac)

« [JocTyn K 3awmpoaHHoMy 6e3 HeobxognumocTu gon. MO

USE Media Floppy Dizk Meadia
USE Media Protecton Level: Allaw Unprotected fAccess
Allow Encryption [with offsite acceszs)

Enforce Encryption [with offsite access)

Enforce Encryption [onsite access only)

AR RN NS

Block Write Operations
LS

Audit Logging Active
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File and Removable Media Protection

[MprHUMN Ha3Ha4YeHUs KroYen

TS « Co3paem HeobxoanMbIe KoUK

 Cosgaem MNOJNTINTUKY Ha3Ha4YEeHUA KIlto4a

[ | key Name * Bblbupaem K KakomMy rnonb30BaTento U Ha
Kakon cucteme JOrmKHa NPUMEHATHLCS
Policy Catalog nonuTuKka, T.e.

Produdk: File and Removable Media Protection 4.3.1

GEVEEEYIEN Grant Keys (User-Based Policy) - Rule Type " Systerm Based

f* Uzer Bazed

Marme
Com pa rizon

Grant 1C

Required Critaria
Meafee Default

System | Systemn is in group or subgroup ;I L"Myr Organization/ TESTLAB I

My Default

Tag Criteria

& Tag | Has tag ~| |SI-::w_PC

Usear Criteria

& znd user [is =] |Cf‘-.|=\-'radJCN=Users,DC=questIE|




File and Removable Media Protection

OcobeHHOCTN UCnonb3oBaHMA UK O YeM crneayeT NOMHUTL

* PasBepTbiBaeTcsa ToNbKO Ha KnueHtckne OC Windows, TEM HE MEHEE MOXET
LUNJOPOBaTb LJOKYMEHTbI Ha CETEBbIX XpaHUNuLLax

« MoxeT nHterpupoBatbcsa ¢ McAfee Device Control / DLP Endpoint
« PekomeHayeTca ncnosib3oBaTh AN yeuneHus ¢ Drive Encryption

* [lpn wudposanmn CD/DVD metogom Onsite Access Only HYy>KHO MCNob30BaTb
Windows Burner, Nero nnéo Roxio

« OTaenbHble HAKOMUTENN MOXHO UCKITIOYNTDL U3 AencTteus nonntukn (KB75531)

» [lpoueccol n katanorn OC n NO He wncgppoBaTb
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https://kc.mcafee.com/corporate/index?page=content&id=KB75531

OCHOBHbI€ UCTOYHUKN OOCTOBEPHOMN NHG OPMaLIUK

v www.mcafee.com/expertcenter - KaTarnor TeEXHNYEeCKnUxX martepuanos
v' https://kc.mcafee.com - Oa3a 3HaHuNn
v' https://radetskiy.wordpress.com - MOW Onor

v’ https://community.mcafee.com/community/business/data - aHOHCbI, 06CyXaeHus

v' https://www.youtube.com/user/McAfee - kaHan McAfee Ha YouTube
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http://www.mcafee.com/expertcenter
https://kc.mcafee.com/
https://radetskiy.wordpress.com/
https://community.mcafee.com/community/business/data
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PeanbHble BHeapeHNa lWndpoBaHnS
KritoueBble momeHTbl Ang DE, F&RMP 1 MNE

« Jlnkbes nnu NunoT Ans 3akasyuvka

« PaspaboTka nonutuk wundgposaHna (Ha bymare), naHnpoBaHue onepauum (no aranam)
«  dopmupoBaHue rpynn cuctem nNo obwmm npusHakam (CopTMpoBKa + Teru)

« HasHaueHune nonb3oBaTenen/Krno4en/cooTs. NONUTUK (BbIBOP TOKEHOB / puaepoB)

« O6y4eHune/vHpOpMMpOBaHME NepcoHara 3akas4yvka (Ao 3anycka wudpoBaHus!)

* Pe3epBHOE KOMMPOBaAHNE Ba)XHbIX JAHHbIX C LENEBLIX CUCTEM

« PasBepTbiBaHME N aKTUBaLMS LLUNPPOBAHUS NO oTaenam/genaptaMmeHTam

« KoHTponb paboThl (3anpockl/0TYETHI), aBTOMaTU3auus (3agavm, METKU, aBTOOTBETbI)

° I'Iepmop,mquKaﬂ npoBepKa BOCCTAHOBIIEHNA OOCTYrMa K 3aLIJI/I(1)pOBaHHOMy
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PeanbHble BHeapeHNa lWndpoBaHnS

Ba)xHble MOMEHTbI

« CansuHr cepepa ePO, SQL Standard

« OpraHusayust KommyHukaumm MA <-> ePO, cmeHa NopToB

* WcknoveHna aHTmBupyca

« [locTpoeHue 3epkarn, obecrneyeHmne noKpbITUSE BCEX CUCTEM

«  OTNn4msa nunoTa oT BHEAPEHNA UNU NpoLEecc Murpaumnn/nepeHoca

« Hanuuwne 3arpysoyHoro Hocutenda EETech n MHCTpyKunu Ons 3akasdunka

« Hannuue pesepBHbIX KONWIA (€CNN YTO-TO NONAET HE Tak)
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PeanbHble BHeapeHNa lWndpoBaHnS

[MonesHble coBeThl

* (MA) C:\Program Files (x86)\McAfee\Common Framework\cmdAgent.exe /s

« (DE) Ucnonbaynte Autobooting ona pernamMeHTHbIX pabot (o6HoBneHne OC, INMO)

« (DE) Bcerga pobasnante B pre-boot cepBUCHYIO yYETHYIO 3anuncb

« (DE) Pre-Boot Smart Check TpebyeT ~10 nepesarpy3ok nepeg Ha4yasiom LWndpoBaHuUs

« (DE) Automatic Repair Windows 8 off [ bcdedit /set {current} recoveryenabled No ]

* (MNE) lNomMHMTE Npo ncknoYeHus u3 naporsHon nonmtnkn n DEGO gna Mac

* (F&RMP) Kntoun nyywe geaktmBnpoBatb a He yoansTtb, u3berante Local Keys

* (F&RMP) Ecnun kntoumn He npuxogaT no RDP — BbinonHuTe logon nokansHo
 (F&RMP) WudpyeTt drannel Ha yposHe /O, He cokeToB(!) noMmHUTL 0 blocking process
 (F&RMP) Npu wundpoBaHum HakonutTena BO3MOXHO ABa CLieHapus
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Bonpocbkl? 3amevyaHna? NoxenaHna?
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radetskiy.wordpress.com
vr@bakotech.com
linkedin.com/pub/vladislav-radetskiy/47/405/809
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